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Bilindigi lizere metasploit oldukca basarili ve (cretsiz olarak dagitilan, agik kaynak kodlu bir
exploit platformudur. Degisik uygulama ve isletim sistemlerine yonelik agiklari tespit etmeyi
bundan yararlanmayi saglayan ¢ok sayida bilesenden olusmaktadir. Bu bilesenler arasinda WEB
uygulamalarina yonelik degisik kontroller gergeklestiren WMAP bilegeni de yer almaktadir.

scanner/http/frontpage FrontPage Server Extensions Detection
scanner/http/frontpage_login FrontPage Server Extensions Login Utility
scanner/http/options HTTP Options Detection
scanner/http/version HTTP Version Detection
scanner/http/wmap_backup_file HTTP Backup File Scanner
scanner/http/wmap_blind_sqgl_query HTTP Blind SQL Injection GET QUERY Scanner
scanner/http/wmap_brute_dirs HTTP Directory Brute Force Scanner
scanner/http/wmap_copy_of _file HTTP Copy File Scanner
scanner/http/wmap_dir_listing HTTP Directory Listing Scanner
scanner/http/wmap_dir_scanner HTTP Directory Scanner
scanner/http/wmap_file_same_name_dir HTTP File Same Name Directory Scanner
scanner/http/wmap_files_dir HTTP Interesting File Scanner
scanner/http/wmap_generic_email_extract WMAP Generic Email Extractor
scanner/http/wmap_prev_dir_same_name_file HTTP Previous Directory File Scanner
scanner/http/wmap_replace_ext HTTP File Extension Scanner
scanner/http/wmap_sqlmap SQLMAP SQL Injection External Module
scanner/http/wmap_ssl_vhost HTTP SSL Certificate VHOST Detection
scanner/http/wmap_verb_auth_bypass HTTP Verb Authentication Bypass Scanner
scanner/http/wmap_vhost_scanner HTTP Virtual Host Brute Force Scanner
scanner/http/writable HTTP Writable Path PUT/DELETE File Access

Bu bilesenlerden tek tek yararlanmak ortalama buyiiklikte bir web sitesi icin bile oldukca fazla
zaman gerektirici bir ugras olacaktir. Ancak metasploit gelistiricileri bunu diistinerek otomatik
exploit calistirma motorunu (db_autopwn) web uygulamalan icinde dlizenleyerek, metasploit,
ratproxy ve sqlite3 yazilimlarini entegre sekilde calismasini saglayarak, kapsamli bir taramayi kisa
siirede gerceklestirmemize izin verecek db_wmap uygulamasini gelistirdiler. Bu yazida db_wmap
kullanarak otomatik web uygulama taramasinin nasil yapilabilecegi gosterilmeye calisiimistir.

KURULUM

Metaspolit ile otomatik web uygulama taramasini gergeklestirmek igin sistem (izerinde Metasploit,
sqlite3 ve raptproxy yaziimlarinin kurulu ve calisir durumda olmasi gerekmektedir. Yazida bu
drlnlerin nasil kurulacadindan cok dikkat edilmesi gereken noktalara deginilmistir.

1- SQLITE3 yaziliminin giincel olmasi énem tasiyor. Sistemime otomatik kurulu gelen Sqlite
3.3.3 sirimiinde oldukca fazla sorunla karsilastm. Ancak glincel sirimi 3.6.7'ye
ylikseltince her hangi bir problem kalmadi.

2- Ratproxy kaynak kodlarinin Metasploit ile birlikte galisabilmesi igin derlenmeden 6nce
Metasploit tarafindan hazirlanan yamanin uygulanmasi gerekmektedir. Ratproxy yazilimi
asadidaki linkten indirilebilir.



http://ratproxy.googlecode.com/files/ratproxy-1.51.tar.gz

Gerekli yama dosyalari ise Metasploitin kurulu oldugu dizin altindaki /external/ratproxy/

calistinlabilir.

patch -d RAT_PROXY_Dizini < ratproxy_wmap.diff

Ilgili yama ratproxy yazilimina uygulandiktan sonra make komutu ile kaynak kodlari
derleyebilirsiniz. Eder tim islemleri dodru yapti iseniz ./ratproxy —h komutunu
calistirdiiniz zaman ekran ciktisinin en altinda asadidaki gibi bir ifade yer almalidir.

4) Wmap I -v <outdir> -b <wmap db>
WMAP KULLANIMI

Metasploit konsoluna badlanmadan dnce “svn update” komutu ile giincelleme islemini
calistirin.

./msfconsole komutu ile metasploit konsoluna baglanin.

Her tirli islemin yazilacadi veritabanini olusturun. Bunun icin asadgidaki komutlar
kullanilabilir.

mst > load db_sqlite3

[*1 Successfully loaded plugin: db_sqlite3
msT > db_create /root/.msf3/webapptest.db
[*]1 Creating a new database instance...
[*1 Successfully connected to the database
[*1 File: /root/._.msf3/webapptest.db

msT > db_connect /root/.msf3/webapptest.db
[*1 Successfully connected to the database
[*1 File: /root/._.msf3/webapptest.db

WMAP modullini caligtirin.

mst > load db_wmap
[*1 =[ WMAP v0.3 - ET LOWNOISE
[*1 Successfully loaded plugin: db_wmap

Farkli bir konsol penceresinden ise Metasploit ile birlikte calismasi icin yamadigimiz
ratproxy uygulamasini asagidaki gibi calistirin.

# _/ratproxy -v /root/.msf3/ -b webapptest.db -a -r
ratproxy version 1.51-beta by <lcamtuf@google.com>

['] WARNING: Running with no "friendly® domains specified. Many cross-
domain checks will not work. Please consult the documentation for advice.

[*]1 Proxy configured successfully. Have fun, and please do not be evil.
[+]1 Accepting connections on port 8080/tcp (any source)...

Daha sonra Internet tarayiciniz (zerindeki proxy ayarini Ratproxy olacak sekilde
dizenleyerek denetlemesini gerceklestirecedini web sitesini ziyaret edin. Tim linkleri
ziyaret ettikten sonra Metasploit ekranin WMAP ile taramalar baglatabiliriz.
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Metasploit lizerinde tarama yapilacak hedef sunucuyu secin. Wmap_targets komutunun
—r parametresi ratproxy tarafindan belirlenen sistemleri ylikleyecektir. Tarama yapmak
istedigimiz hedef sunucuyu ise —s parametresini kullanarak secebiliriz

msT > wmap_targets

[*]1 Added. 192.168.1.1 80 O

[*]1 Added. 192.168.1.2 80 O

mst > wmap_targets -s 1

msf > wmap_targets -p

[*1 Id. Host Port SSL
[*] => 1. 192.168.1.1 80

[*1 2. 192.168.1.2 80

[*1 Done.

wmap_website komutu ile hedef olarak sectigimiz sitedeki uygulamalari gorebiliriz.
Testler bu komut ciktisinda yer alan uygulamalara ve dizinlere dogru gerceklestirilecektir.

[*] Website structure
[*]1 192.168.1.1:80 SSL:0

ROOT_TREE

| images

| to—m - p_main.jpg

tom default.aspx

| testfireappl

| | storefront

| | | testfire_files

| | | Fom help_graphic.gif
[*1 Done.

Bu sunucuya dogru hangi wmap bilesenlerinin kullanilacagini gérmek icin ise wmap_run
komutu —t parametresi ile birlikte kullanilabilir.

msf > wmap_run -t

[*]1 Loaded auxiliary/scanner/http/frontpage ...

[*]1 Loaded auxiliary/scanner/http/options ...

[*] Loaded auxiliary/scanner/http/wmap_vhost_scanner ...
[*]1 Loaded auxiliary/scanner/http/wmap_verb_auth_bypass ...
[*1 Loaded auxiliary/scanner/http/wmap_ssl_vhost ...

[*] Loaded auxiliary/scanner/http/frontpage_login ...

[*]1 Loaded auxiliary/scanner/http/version ...

[*1 Loaded auxiliary/scanner/http/wmap_files_dir ...

[*] Loaded auxiliary/scanner/http/wmap_brute_dirs ...

[*] Loaded auxiliary/scanner/http/writable ...

[*]1 Loaded auxiliary/scanner/http/wmap_dir_listing ...

[*1 Loaded auxiliary/scanner/http/wmap_copy_of file ...

[*] Loaded auxiliary/scanner/http/wmap_replace_ext ...

[*1 Loaded auxiliary/scanner/http/wmap_prev_dir_same_name_TFfile ...
[*]1 Loaded auxiliary/scanner/http/wmap_file_same_name_dir ...
[*] Loaded auxiliary/scanner/http/wmap_dir_scanner ...

[*]1 Loaded auxiliary/scanner/http/wmap_backup_file ...

[*]1 Loaded auxiliary/scanner/http/wmap_blind_sql_query ...
[*1 Analysis completed in 2.26853394508362 seconds.

[*1 Done.

msf >

Taramayr wmap_run komutunu —e parametresi ile galistirarak baslatabiliriz.

msf > wmap_run -e
[*] Using ALL wmap enabled modules.



[*1 Launching auxiliary/scanner/http/frontpage WMAP_SERVER against
192.168.1.1:80

[*]1 http://192.168.1.1:80 is running Microsoft-11S/6.0

[*1 FrontPage not found on http://192.168.1.1:80 [404 Not Found]

[*1 Launching auxiliary/scanner/http/options WMAP_SERVER against
192.168.1.1:80

[*1 192.168.1.1 allows OPTIONS, TRACE, GET, HEAD, POST methods

[*1 Launching auxiliary/scanner/http/wmap_vhost_scanner WMAP_SERVER
against 192.168.1.1:80

[*1 >> Exception during launch from
auxiliary/scanner/http/wmap_vhost_scanner: The following options failed
to validate: DOMAIN.

[*]1 Launching auxiliary/scanner/http/wmap_verb_auth_bypass WMAP_SERVER
against 192.168.1.1:80

[*] 192.168.1.1 No requires authentication. / 200

[*1 Launching auxiliary/scanner/http/wmap_ssl_vhost WMAP_SERVER against
192.168.1.1:80

[*]1 Error: 192.168.1.1 unknown protocol

[*1 Launching auxiliary/scanner/http/frontpage_login WMAP_SERVER against
192.168.1.1:80

[*] http://192.168.1.1:80/ may not support FrontPage Server Extensions
[*]1 Launching auxiliary/scanner/http/version WMAP_SERVER against
192.168.1.1:80

[*]1 192.168.1.1 is running Microsoft-11S/6.0 ( Powered by ASP.NET )
[*]1 Launching auxiliary/scanner/http/wmap_files_dir WMAP_DIR / against
192.168.1.1:80...

[*1 NOT Found http://192.168.1.1:80/0.aspx

[*]1 NOT Found http://192.168.1.1:80/00.aspx

[*1 NOT Found http://192.168.1.1:80/01.aspx

[*1 NOT Found http://192.168.1.1:80/02.aspx

[*1 NOT Found http://192.168.1.1:80/03.aspx

11- Tarama sonuglarini gérmek igin ise wmap_reports komutu kullanilabilir.

msT > wmap_reports -p

[*]1 Id. Created Target (host,port,ssl)
1. Tue Dec 30 18:39:43 +0200 2008 192.168.1.1,80,0
[*1 Done.

mst > wmap_reports -s 1

WMAP REPORT: 192.168.1.1,80,0 Metasploit WMAP Report [Tue Dec 30 18:39:43
+0200 2008]

WEB_SERVER OPTIONS: OPTIONS, TRACE, GET, HEAD, POST [Tue Dec 30 18:39:45
+0200 2008]

WEB_SERVER TYPE: Microsoft-11S/6.0 ( Powered by ASP.NET ) [Tue Dec 30
18:39:48 +0200 2008]

FILE NAME: /bug.aspx File /bug.aspx found. [Tue Dec 30 18:41:14 +0200 2008]

Goruldigl Gzere Metasploit kullanarak web uygulama giivenlik denetimlerinde yapilan
kontrollerin bir boélimini gergeklestirmek rahatlikla mimkiin olmaktadir. Ek olarak
uygulamanin acgik kaynakli olmasi nedeni ile kendi wmap bilesenlerinizi yazarak bu
kontrollerin daha da genis bir alani kapsamasina yardimci olabilirsiniz.



