Guvenli Uygulama Gelistirme
Android



owasr

* OWASP, www.owasp.org
* OWASP Turkey, www.webguvenligi.org

* Yazilim guvenligi farkindalig
— Projeler
— Yarismalar
— letisim
— Etkinlikler

e Uygulama Gulvenligi GUnu, 9 Haziran, Sultanahmet

Android Developer Days, May 2012



Yazilim Oncelikleri
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l‘— © Yaziim Oncelikleri lT\

Islevsellik / Functionality

Yazilim Onceliklerinizi Belirtin:

Performans

G uve N I | k En Cok Onemli

Kod Kalitesi Gok Onemii

Kullanilabilirlik / GUI Onemii
http://webguvenligi.org/mpoll Ty —

xS0g
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Primum non nocere

Once, zarar verme
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Neden Guvenli Gelistirmeliyim?

San/Sohret kayb!
Para kaybi

Zorlayan standardlar
— PCI, SOX, 1SO-27001, HIPAA, v.b.

Zorlayan kurumlar
— BDDK, BTK, v.b.
— Siyah sapka topluluklar



Guvenli Android Gelistirme

Hassas Veriler ve Intent
Hassas Veriler ve LogCat

Girdi Denetimi

Guvenli Depolama

Baglanti Guvenligi

Bilesenler Arasi Yetkilendirme

http://webguvenligi.org/belgeler



Hassas Veriler ve Intent

Intent registrationIntent = new
Intent("com.google.android.c2dm.intent.REGISTER");

registrationIntent.putExtra("app”,
PendingIntent.getBroadcast(this, 6, new Intent(), 0));

registrationIntent.putExtra("sender","androidguvenligi@gmail.com");

startService(registrationIntent);
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Hassas Veriler ve Intent

Intent

<intent-filter android:priority="999">
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Hassas Veriler ve LogCat

EE =101 x|

= ull B 1004

logcat -t 10

I/ActivityManager( 61): Displayed org.
webguvenligi.logcat/.LogcatActivity: +1s470ms
W/KeyCharacterMap( 1299): No keyboard for
id 0
W/KeyCharacterMap( 1299): Using default
keymap: /system/usr/keychars/qwerty.kcm.bin
D/dalvikvm( 135): GC_EXPLICIT freed 50K,
48% free 3204K/6151K, external 6230K/7744K,
paused 308ms
W/InputManagerService( 61): Window
already focused, ignoring focus gain of: com.
android.internal.view.
[InputMethodClient$Stub$Proxy@407bd6c0
W/KeyCharacterMap( 122): No keyboard for
id O

| W/KevCharacterMan( 122): Using default




Girdi Denetimi

Intent i = getIntent();
String url = i.getStringExtra("url");
// url whitelist kontrolunden gec¢irilmelidir.



Baglanti Guvenligi

URL url = new URL("https://www.webguvenligi.org");

HttpsURLConnection con = (HttpsURLConnection)
url.openConnection();

readStream(con.getInputStream());



Guvenli Depolama

try{
FileOutputStream fos = openFileOutput("puanlar",

MODE PRIVATE);
OutputStreamWriter out = new OutputStreamWriter(fos);
out.append("oyuncul#80\n");
out.append("oyuncu2#34\n");

}
catch(FileNotFoundException fnfe){



Beni Hatirla

getSharedPreferences("MyPrefsFile",
MODE PRIVATE)
.edit()
.putString("username", username)

.putString("password", password)
.commit();



Beni Hatirla

String token = login(username, password);
getSharedPreferences("MyPrefsFile",
MODE PRIVATE)

.edit()
.putString("token", token) .
.commit(); GF@
\0?/
. \\e
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Android Yetki YOnetimi

Android Developer Days, May 2012
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Gercek — Sahte Ayrimi

Android Developer Days, May 2012
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Yetkilendirme Yapilari

* permission tanimi

<permission
android:name="org.webguvenligi.permission” />

* permission istegi

<uses-permission
android:name="org.webguvenligi.permission” />

Android Developer Days, May 2012
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Yetkilendirme Yapilari - Devam

e permission zorunlulugu

<receiver
android:permission="org.webguvenligi.permission">

<activity
android:permission="org.webguvenligi.permission">

<service
android:permission="org.webguvenligi.permission">

<provider
android:permission="org.webguvenligi.permission">

Android Developer Days, May 2012
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Yetkilendirme Yapilari - Devam

e permission zorunlulugu

sendBroadcast(intent, "org.webguvenligi.permission")
checkCallingPermission("org.webguvenligi.permission")

PackageManager pm = context.getPackageManager();
pm.checkPermission("org.webguvenligi.permission",
pkgName) ;



Yetkilendirme — Senaryo 1

A yetkili
midir?
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Yetkilendirme — Senaryo 2

Sadece A
yetkili
midir?
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Yetkilendirme — Senaryo 3
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Yetkilendirme - Ipucu 1

* normal permission kontroll

®

<uses-permission
android:name="permission”

A yetkili
midir?

<::><<permission
android:name="permission" />

@ <receiver
android:permission="permission”
Android Developer Days, May 2012 24



Yetkilendirme - Ipucu 2

* permission protectionlLevel ipucu

€

<permission
android:name="permission”
android:protectionLevel="signature" />

Sadece A
yetkili
midir?

<receiver
android:permission="permission”
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Yetkilendirme - lpucu 3

* hardcoded signature kontroli

packageInfo = pm.getPackageInfo(A_PkgName,
PackageManager .GET SIGNATURES);

String A_SIGNATURE = "308202...";

for (Signature signature : packageInfo.signatures)
if (signature.toCharsString().equals(A SIGNATURE)) {

¥
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Tehdit Modelleme - Push Notification

Push Notification

Sunucusu
Uygulama

Push
Notification
Servisi

Android Developer Days, May 2012
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Dogrulama Egilimi

n, 2n, 2n+2
o v e
7,14, 16 Dogru % 60
5,10, 12 Dogru % 80
8,16, 18 Dogru % 100

Dogru Formul: a<b <c
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Yanlislama Egilimi

n, 2n, 2n+2

“ Dogru/Yanlis Emin Olma Yuzdesi %

7,14, 16 Dogru

6,12,13 Dogru

Android Developer Days, May 2012

% 60

%0
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Tesekkurler

owasp turkey mailing list



